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MOJEJIb YIT'PO3 U HAPYHIUTEJIA BE3OITACHOCTH
INEPCOHAJIBHBIX TAHHBIX, ObPABATBIBAEMBbIX B
NHHP®OPMANUNOHHBIX CUCTEMAX ITEPCOHAJIBHBIX JIAHHBIX
OI'TIOBY «Texunueckuii KOJLJIEIK»

1. Ilepeyens 0003HAYECHUI M COKPAIIIEHUH

1.1. APM - agromaTu3upoBanHoe pabouee MeCTO;

1.2. UIP - undopmanmoHHsIil pecypc;

1.3. UCIL[H - undopManmoHHas CUCTEMA IIEPCOHABHBIX JTAHHbIX;
1.4. K3 - KonTpomupyemas 30Ha;

L.5. 1111 - nepcoHanbHbIe JaHHBIE,

1.6. 1O - nporpammHoe obecrieueHue;

1.7. IITC - mporpaMMHO-TEXHUYECKHE CPEICTBA;

1.8. IISMHUH - no6GouHbie 351eKTPOMAarHUTHBIE U3TYYCHUS U HABOJIKH;,
1.9. C3U - cpencrBa 3ammTsl HHPOPMAIIH;

1.10. CK3H - cpencrsa kpunrorpaduyeckoi 3amuThl HHGOPMAIHH;
1.11. ®CBb - denepanbuas ciyxba 6€30MaCHOCTH;

1.12. ®CO - denepanbhas ciyx0a OXpaHsbl;

1.13. ®CTOK - denepanbuas cinyxba 0 TEXHHUECKOMY U DKCIIEPTHOMY
KOHTPOJTIO.

2. O0mme MoJI0KEeHUA

Hacrosimiass monens yrpo3 0€30MacHOCTH TMEPCOHANBHBIX JTAHHBIX (Janee —
Monens) CONEpXKUT CHUCTEMATU3UPOBAHHBIM TEPEUYEeHb Yrpo3 OE30mMacHOCTH
NepCOHaNbHBIX JaHHBIX Tpu ux obpadotrke B UCII[dn OITIOBY «Texauueckuit
Koiek» (manee — OpraHum3anus). YKa3aHHbIE YTPO3bl MOTYT HMCXOOUTh OT
VMCTOYHHUKOB, UMEIOIIMX AHTPONOTCHHBIA, TEXHOTCHHBIM U CTUXHUHBIA XapakTep U
BoznencTBytomnx Ha ys3BuMmoctu MCIIIH, xapakrepuble s ganHoun WCIIH,
peanusys TeEM CaMbIM YTPpo3bl HH()OPMAIIMOHHOM 0€30MaCcHOCTH.

B Mogenu naercs o6o6miennoe onucanue MCIIJIH, cocTaB, kareropuu u



npeamnoiaraeMeiii 00beM obpabareiBaeMbix [1/1H ¢ mocnemyromei kinaccudukammei
NCITH.

Mopnens onuchiBaeT MOTEHUUANbHOrO Hapywmutens Oe3zonacHocty II/IH u
IOAXOABI 1O ONPEACIICHUIO AaKTyaJbHOCTH YIPO3 C YYETOM BO3MOXKHOCTEU
HapywuTens 1 ocooeHHocTeit konkpetHoit MCII/IH.

Hacrosmass Mopgens pa3spaboTaHa B COOTBETCTBHM C  TpeOOBaHUSIMU
®denepadbHOTO  3aKOHOJATENbCTBA U (ellepalibHBIX  OpPraHOB MO  3alllUTe
MIEPCOHAIBHBIX TAHHBIX.

3. XapakrepucTuka o0beKTa uHGopMaTu3aunu

B Opranuzanuu cymectBytot ciaenytomue tamnsl UCI/IH:

1. UCII[ln BeneHusi OyXraiaTepcKOro yd4eTa, YIPaBIEHUS IEPCOHAIOM,
pacuera 3apaboTHOM 11aThl OpraHu3aluy.

2. UCIT[In mepenaun nHdopmarmu, B ToM uncie [1/[H, B mensx ucmoaHeHus
denepabHBIX 3aKOHOB.

CocraB UCII/IH u oOpabaTbiBaeMbIX B HUX NEPCOHAIBHBIX JAHHBIX IPUBEACH
B [Ipunoxxennn Nel k HacTosIeMy TOKYMEHTY

B kadecTBe 00beKTa MH(DOPMATU3ALMH MPEIIPUITHS BHICTYIAIOT:

1. ABTOHOMHBIEC aBTOMaTU3UPOBaHHBIE paboune Mecta (APM).

2. JlokanbHbIE BEIYUCIUTENBHBIE CETH.

B 3aBUCHUMOCTH OT XapaKT€pUCTHUK M OCOOEHHOCTEW OTIECIbHBIX OOBEKTOB
YacTh BBIYMCIUTEIBHBIX CPEJCTB JAHHBIX MPEANPUITHI MOJIKIOYEHA K CETSIM CBS3U
OOIIeTro MOJIb30BAHUS.

BBoa mepcoHanbHBIX JAHHBIX OCYIIECTBISIETCS KaKk C OyMa)KHbIX HOCHUTENEH
(HarpuMep, JOKYMEHTOB, YJIOCTOBEPSIOIIUX JHUYHOCTh cyObekTa II/IH), Tak u ¢
ANIEKTPOHHBIX HOCHUTENEH HHPOpMAIUK.

UCII[In npenmonaratoT Kak pacopeneieHHyro (Ha APM), Tak wu
LEHTPAIM30BaHHYI0 (Ha BbIIEIEHHBIX (HalJIOBBIX cepBepax ceTH) OO0pabOTKy H
xpanenue [1/11.

[lepconanbubie ganHbie cyobekToB I[I/IH Moryt BeiBoauThCcs U3 UCIIAH c
LEeNbI0 MepeAauynd MEepCOHANbHBIX JAHHBIX COTpyaHHKOB OpraHuzaluu, Kak B
AIIEKTPOHHOM, TaK U B OyMa)XHOM BH/JIE.

Kontponmupyemoii 3onoii (K3) HCII[An saBnAroTCS 3maHUS W OTIEIbHBIC
noMmenieHus. B mpepenax  KOHTpOJIMpyeMOM  30HBI  Haxoaarcs  pabouue
MecTa IONb30BaTENE M MeCTa XpPAaHEHUs apXWBHBIX KONHUN JIaHHBIX, CEPBEPHI
CUCTEMBI, CETeBOE U TelleKoMMyHHKannonHoe obopynoBanue HWCII/In. Bae
KOHTPOJINPYEMOW  30HBI  HAXOAATCS  JIMHUU nepegayd  JIaHHBIX u
TEJIEKOMMYHHKAIIMOHHOE OOOpYyIOBaHUE, HCHOIb3yeMOoe Uil WH()OPMAIMOHHOTO
OoOMEHa MO CeTSAM CBA3M OOLIEro MOJIb30BaHUS W (MJIM) CETSIM MEXIYHAapOJHOIO
UH(OPMALIMOHHOTO OOMEHa.

4. CocrTaB, KaTeropuu U 00beM MepcoHATbHBIX JAHHBbIX, OIIPpCACc/JICHHUC
9 ’
YPOBHA 3AIMMIIECHHOCTHA IIEPCOHAJTBbHBIX JaHHBIX



Ha ocHoBe xapakrtepuctuk u ocoOeHHocTel wucnonbdyembix WCIIn wu
o0pabaTpiBaéMbIX B HUX IMEPCOHATBHBIX JaHHBIX, MOXHO KOHCTAaTHPOBATh, YTO
nepcoHalibHble naHHble CcyObektoB [IJIH, oOpabatbiBatorcs B Opranuzanuu
MH(QOpPMaIIMOHHOW CUCTEMOM, oOpabarbiBarOlIel OOIIEAOCTYNHBIE MNEPCOHAIbHBIC
JTAaHHBIE, a TaKXe CUCTEMOI, o0pabaThIBalOIEN HHBIE KAaTErOpuu MEPCOHAIbHBIX
naHHbIX. CrnenualbHble KaTeropu MNEePCOHANbHBIX JaHHBIX W OHOMETpPUYECKUE
nepconanbhble AanHble B UCITIn Opranuzanuu He 00padaTbhIBatOTCS.

[nsa UCITIn Opranuzaiuu akTyallbHbl yTPO3bl 2 TUIIA - YTPO3bl, CBSI3aHHBIE C
HaJIMYUEeM  HEJIOKYMEHTHUPOBAHHBIX  (HEICKIApUPOBAHHBIX) BO3MOXKHOCTEH B
NPUKIAAHOM TPOrPaMMHOM OO€CII€UeHUH, HCIOIb3YEMOM B HH(DOPMAIMOHHOU
cucteme. CormacHo mNOANYHKTY «0» myHkra 11 «TpeGoBanuit Kk 3amure
MEPCOHANBHBIX JAaHHBIX TIPU UX 00paboTke B WHGOPMAIMOHHBIX CHCTEMax
nepcoHanbHbiX AaHHBIX» st UCII[dna Opranumzanuu tpelyercs obecrneunTs 3-uid
YpOBEHb  3AIIMIIEHHOCTH TMEPCOHAIBHBIX JaHHBIX MpH HUX 00paboTke B
uH(GOPMAIIMOHHOM cucTeMe.

5. Cnoco0bl HapyLIEHHS] XaPAKTEPUCTUK 0€30MIACHOCTH MEPCOHAIbHBIX
AAHHBIX

Hcxonss u3 mepedHsi NMepCcOHaNbHBIX AaHHBIX, oOpabaTteiBaeMbix B UCII/H,
CYILLECTBYIOT CIIEIYIOUIUE CIIOCOOBI HAPYIICHUS XapakTepuCcTHK Oe3onacHocT [1/1H:

— XMUIIEHUE TEPCOHAJIBHBIX JAHHBIX COTPYJHUKAMH MPEANPUITHS
JUTSl UICTIOJIb30BAHMS B KOPBICTHBIX LIEJISIX;

— nepeaada (pUHAHCOBOM, aAPECHOM, FOPUAHYECKON U TIpOoYei
undopmaiuu o cyonekre [1/1n TpeTbum nuiiam;

- HECAaHKIIMOHMPOBAHHOE MyOJMYHOE pa3riiallleHue MEePCOHANbHBIX
JAHHBIX, CTABIIMX U3BECTHBIMU COTPYAHUKAM MPEATPUSITHS;

- HECAHKIIMOHMPOBAHHOE TOJYyYEHHE TMEPCOHANBHBIX JaHHBIX
TPETHUMU JIUIAMU;

- YHUYTOKEHUE (UHAHCOBOM, aJIpPECHOM, HOPUAMYECKOW U
npoueit unpopmanuu o cyobekre [1/1H;

— Moaudukanus (PUHAHCOBOW, aApPECHOM, HOPUIUYECKON U
npoueit uHpopmanuu o cyobekre [1/1H;

— OyokupoBaHue (UHAHCOBOW, aIPECHOW, HOPUIAMYECKON U
npoueit nHpopmanuu o cyobekte I1/[H;

- BBOJI HEKOPPEKTHON (DUHAHCOBOM, aJpecHOM, IOPUIUIECKON U
npoueit uHpopmanuu o cyobekte [1/1H;

- nepejaya HEeKOPPeKTHOM (UHAHCOBOM, aJpeCHOM, IOPUIUUYECKON U
npoueit uadopmaruu o cyonekre [1/1H;

- UCKaKE€HUE apXUBHOU MH(popManuu 1o cyobekty [1/1H.

- YHUUTOXKEHUE apXUBHOW MHpOpMaLu 1o cyowsekty I1aH.

6. Yrposbl 0e301aCHOCTH NMEPCOHAJIBHBIX JAAHHBIX, IPU UX 00padoOTKe



B I/IH(l)OpMaIII’IOHHLIX CHUCTEMAX NEPCOHAJIBHBIX JAHHBIX

[Ton yrpo3amu 0€30IIaCHOCTM MEPCOHANBHBIX JaHHBIX IPU UX 00pabOTKE B
HUCII[lH mnoHMMaeTcs COBOKYHNHOCTb YCIOBHMM U (DaKTOpPOB, CO3AIOLIUX
MOTEHUMAJIBHYIO WM PEATbHO CYIIECTBYIOIIYIO ONACHOCTbH, CBS3AHHYIO C YTE€UKON
uH(popManuu u (i) HECAHKIIMOHUPOBAHHBIMU u (i)
HEMpeJIHAMEPEHHBIMA ~ BO3/JCUCTBUSIMU Ha Hee. Takum 00pa3oMm, yrpossl
oeszonacHoctu [IJIH mpu ux ob6bpadotke B MCII[IH MoryT OBITH CBSI3aHBI KakK C
HenpeaHaMepeHHbIMU ieicTBusaAMHU niepcoHana HWCIIJIH, Tak ¥ co chnenuanbHO
OCYILIECTBISIEMBIMA HEIPAaBOMEPHBIMHU JICHCTBUSIMU OTAEIIBHBIX OpPraHU3aluil U
rpakJaH, a TaKXe MHbIMM HCTOYHMKaMU yrpo3. HempaBomepHsble NEHCTBHS MOTYT
UCXOJWTh TaKXe W OT COTPYIHHUKOB MPEINPHUATUS B Ccllydae, KOIZa OHH
paccMaTpUBaIOTCS B KaYECTBE MOTEHIIMAIBHOTO HapymuTens 0esonacHocty [1/1H.

B wmemsix  ¢opMupoBaHHA ~ CHUCTEMAaTH3UPOBAHHOTO  MEPEYHs  yrpo3
6e3omacnoctu II/In mpu ux obpabdorke B MCII[AH m pa3paboTke Ha MX OCHOBE
YaCTHBIX (JE€TaTUM3UPOBAHHBIX) MOJENEH NPUMEHUTEIBHO K KOHKPETHOMY BHUIY
NUCIIdH, yrpo3sl 0e3onacHOCTHM mnepcoHanbHbIM JaHHBIM B MWCII[IH MOxHO
KJIACCU(PUIIMPOBATH B COOTBETCTBUU CO CIEAYIOMIMMU MPU3HAKAMU:

— 10 BAJIaM BO3MOKHBIX UCTOYHHUKOB YI'PO3;

- no tuny MCII/IH, Ha KOTOpbIE HalpaBlieHA peannu3anus yrpos;

- 1o BUILY HapyIIaeMoro CBOMCTBa uH(pOpMaIIH
(BUAy HECAaHKIIMOHUPOBAHHBIX JIEUCTBUM, OCyIIeCcTBIIeMbIX ¢ [1][H);

— 0 crioco0am peai3aluu yrpos;

- I10 UCITOJIB3YEMOU YA3BUMOCTH;

— 0 OOBEKTY BO3JICHCTBUSI.

Hua  MWCIIIH cymecTBYIOT CIEIyIOIMe KJIacchl  yrpo3 0e30MacHOCTH
IT/1n:

ITo BM1aM BO3MOKHBIX MCTOYHHUKOB YIP0O3 0€30I1aCHOCTH NEePCOHATbHBIX

JAHHBIX

— YIpoO3bl, CBSA3aHHBIE C NPEAHAMEPEHHBIMH WIH HENPEIHAMEPEHHBIMU
nevctBusiMu nun, uMmerommmu goctyn k P MCII[H, BKiIo4das MoJb30BaTeliei,
peanu3yrone yrpo3sl HenocpeacrseHHo B UCII/IH;

— Yrpo3bl, CBA3aHHBIE C NPEAHAMEPEHHBIMH WIH HENPEAHAMEPEHHBIMU
nercTBusIMM i, He uMeronux nocrtyna k WCIIAH, peanusyronme yrpossl U3
BHEIIIHUX CETeH CBS3M OOIIEro IMOJIb30BaHUS U (WJIM) CETeH MEXIyHapOJIHOTO
nH(pOpPMAITMOHHOTO 0OMEHa,

— YIpO3bl, BO3HHUKHOBEHHE KOTOPBIX HANpPSIMYK 3aBUCUT OT CBOICTB
TeXHUKHU, ucnonbzyemoi B MCII/IH;

—  YI'pO3bl, CBA3aHHBIE CO CTUXUIHBIMU IIPUPOJIHBIMU SIBJICHUSAMU.

Kpome 31oro, yrpo3sl MOI'yT BO3HUKATh B pE3YyJIbTATE BHEAPEHUS allapaTHbBIX
3aKJIAJ0K U BPETOHOCHBIX IIPOTPaMM.

ITo Tuny UCII/IH, Ha KOTOpPBIe HANIPABJIEHA YIPO3a:

[Io crpykrype HCII[IH, Ha KOTOpblE HampaBlieHa Yyrpo3a, HEOOXOAUMO

paccMaTpuBaTh CIEAYIOLIME KIIACCHI yIPO3:



- yrpo3sl 0e3omacHOCTH JaHHBIX, oOpabateiBaembix B MCIIJIH Ha 6aze
ABTOMATHU3UPOBAHHBIX PAOOYHNX MECT;

- yrpo3sl Oe3omacHOCTH JaHHBIX, oOpabareiBaembix B MCIIJIH Ha Gaze
JIOKaJbHBIX UH()OPMAIMOHHBIX CUCTEM.

ITo cmocobam peasmzaumuu yrpos:

[To cnoco6aMm peanu3zanuu yrpo3 BbLACISIOT CIEAYIONIME KIACChl YTPO3:

- YIpo3bl, CBS3aHHBIE C HECAHKIMOHUPOBaHHBIM noctynoM k II/n (B Tom
YKCJI€ YIPO3bl BHEAPEHUS BPETOHOCHBIX MTPOTrpamMm);

- yrpo3sl yreuku IIJIH MO TEXHMYECKMM KaHalaM YTeUYKd UHGOpMaIuu
(TKYN);

- YIrpo3bl cienualibHbIX Bo3aecTeuil Ha MCITH.

IIo BuaAy HapymaeMoro cBoiictea mHpopmanuu
(HECAaHKIMOHMPOBAHHBIX 1eHCTBUH, OCYLLECTBISAEMbIX € EPCOHAJBHBIMH
AAHHBIMH):

ITo BULY HECAHKIIMOHUPOBAHHBIX JNEUCTBUM, OCYILECTBISAEMBIX
C IEPCOHAIIBHBIMYU JAHHBIMH, MOYKHO BBIJIEIUTH CIEAYIOIIMN KJIACC YIPO3:

- yIrpo3bl, MPUBOASAIIME K HapylieHuto KoHbuaeHumaibnoctu [1/{n
(KOTTMPOBAHUIO WJIM HECAHKIMOHHMPOBAHHOMY PacCIpOCTPAaHEHHUIO), IPU peanu3aluuu
KOTOPBIX HE OCYLIECTBIISIETCS HEMOCPEACTBEHHOTO BO3JAEHCTBUS HA COJEPIKAHHE
uHdopmanuu;

- yrpo3bl, MPUBOIAIINE K HECAHKIMOHWPOBAHHOMY BO3JCHCTBUIO Ha
coJiepkaHre UHPOPMAIINU, B PE3yJIbTaTe KOTOPOTO MPOUCXOJUT U3MEHEHHUE JaHHBIX
WJIU UX YHUYTOXEHUE;

- yIpoO3bl, MNPUBOIAIIME K HECAHKUMOHUPOBAHHOMY BO3JCHCTBHUIO Ha
MporpaMMHbIe WM MporpamMmHo-anmnapaTtHeie 3neMentsl WMCII[IH, B pe3ynbpTaTe
KOTOPOTO OCYIIECTBISETCS OJOKUPOBAHUE JTaHHBIX.

ITo ncnonb3yemMon yA3BMMOCTH BbIACJIAIOTCS CAEAYIOLIME KJIACCHI YIPO3:

- yIPO3bl, pPEATU3yEeMbl€ C HCIIOJIb30BAHUEM YSI3BUMOCTH CHCTEMHOIO
nporpammHoro odecneuenus (I110);

- YIpO3bl, peaJu3yeMble C UCNOJIb30BaHUEM YSI3BUMOCTH npukiagHoro [10; -
YIPO3BblL, BO3HUKAOIINE B pe3ynbTare UCIIOJb30BaHUs  YSI3BUMOCTH,
BbI3BaHHOM HanuuueM B MCII/IH annapaTHOM 3aKiIagku;

- Yrpo3bl, peallu3yeMble C UCIOJb30BAHUEM YSI3BUMOCTEM IIPOTOKOJIOB
CETEBOr0 B3aMMOJECHCTBHS U KAHAJIOB MEPEIavn TaHHbIX;

- yrpo3bl, BO3HHUKAIOIIME B pE3yJbTaT€ HCIOIb30BaHUS YSI3BUMOCTH,
BBI3BAHHOW HEJOCTAaTKaMH OpraHu3alliid TEXHUYECKOW 3aluThl HHGOPMAIUU OT
HECAaHKLIHOHUPOBAHHOT'O JOCTYIIA;

- YIpO3bl, peanusyemble c UCITOJIb30BAHUEM YA3BUMOCTEM,
00yCIOBIMBAIONINX HAIMYNE TEXHUUECKUX KaHAJIOB YTEUKU MH(POpMAIIUK;

- YIPO3bl, pEAIM3yEeMbIE C MCIOJb30BAHUEM YSI3BUMOCTEU CPEICTB 3AILUTHI
uH(popmanuu.

IIo 00beKkTy BO3ACHCTBHUSA BBIACIASIOTCH CJCAYIOLIHE KIACChl YIPO3:

- yrpo3bl 6e3onacHocTH [1/1H, oOpabaTeiBaeMbix Ha APM;

- yrpo3bl 6e3onacHocTH [1/IH, 0OpabaThiBaeMbIX B BBIJIEJIEHHBIX CpeACTBax
o0paboTku  (mpUHTEpax,  IUIOTTepax,  rpadoroCcTpOUTENIX,  BBIHECEHHBIX



MOHHUTOpPaX, BUICOMPOEKTOPAX, CPEJICTBAX 3BYKOBOCHPOU3BEACHUS U T.I.); YIPO3bI
oe3onacHoctH [1/1H, nepegaBaeMbIX MO CETAM CBSI3H;

- YIpO3bl MPUKIATHBIM TIPOrPaMMaM, C TMTOMOIIBI0 KOTOPBIX 00padaThIBAIOTCS
I1/1H;

- yrpo3bl  cuctremHomy I1O, obOecneunBaromemMy  (yHKIIMOHUPOBAHUE
NCIIdH.

7. XapaKTepUCTUKA HCTOYHUKOB YIP03 0€30MaCHOCTH MEePCOHATBHBIX
nanubix B UCIIAn

B otrnomenun MCIIIH MOryT cCyliecTBOBaTh TPHU THUIIA HUCTOYHUKOB YTIpO3
oesomacuoctu I1/1H:

1. AHTpPONOTe€HHbIE UCTOYHUKH yIpo3 Oe3omacHoctu [1/]H.

2. TexnoreHHbIE UCTOYHUKH YTpo3 Oe3omacHoctu [1/]H.

3. CruxwuifHble UCTOYHUKH yrpo3 6e3omacHocTH [1]1H.

AHTpPONOreHHbIe HCTOYHUKHU Yrpo3 Oe3onacHocTu I1/In

B kauectBe aHTpomoreHHoro ucroyHuka yrpo3 s MCII[IH Heobxoaumo
paccMatpuBaTh CyObEeKTa (JUYHOCTb), HMEIOIIETO CAHKIMOHUPOBAHHBIN WU
HECAaHKI[MOHUPOBAHHBIN JOCTyn K pabore co mraTHeiMU cpeactBamu WCII/H,
JEUCTBUSA KOTOPOTO MOTYT MPHUBECTH K HAPYIICHUIO O€30MaCHOCTU MEPCOHATBHBIX
JTAHHBIX. AHTPOTNIOT€HHBIE UCTOYHUKHU yrpo3 1o oTHouieHuto Kk UCIIH MoryT ObITh
KAaK BHEIIHNMHU, TaK 1 BHyTPEHHUMH

Cpenr BHEIIHUX aHTPOMOT€HHBIX UICTOYHUKOB MOHO BBIJEIUTH CIy4YailHbIE U
MpeJHAaMEPEHHbIE HCTOYHUKH.

Cnyyaiinple (HETpeIHAMEPEHHBIE) UCTOYHUKH MOTYT HCIOJIb30BATh TaKUE
ySI3BUMOCTH, KaK OIIMOKH, coBepuieHHble mnpu mpoektupoBanuun MCII[In u ee
AJIEMEHTOB, OMIMOKKM B TPOrPAaMMHOM OOECIEUEHUHU; PAa3IMYHOTO pojaa cOou u
oTKa3bl, noBpexnaeHus, npossigemble B MCII/IH. K TakuM HCTOYHMKAM MOKHO
OTHECTH IIEPCOHAJ IOCTABIIMKOB DPAa3JIMYHOIO pOJa YCIYT, MEPCOHANT HaJI30pPHBIX
OpraHu3aluii ¥ aBapuilHbIX CiIyk0 u T.a1. JleWicTBus (yrposbl), UCXOJIAIHME OT
JAHHBIX MCTOYHHUKOB, COBEpIIAIOTCS 10 HE3HAHWIO, HEBHUMATEIBHOCTH WU
XaJIATHOCTH, U3 JIO0OMNBITCTBA, HO 0€3 37100 YMBbICIA.

[IpenHaMepeHHbIE WCTOYHUKHU TPOSBISIIOTCS B KOPBICTHBIX YCTPEMIICHHUSX
Hapymurene. OCHOBHAs LIEJb TAKUX MCTOYHUKOB — YMBILIUJIEHHAS J1€30PTraHU3alMs
paboThl, BeIBOJ cucTeM OpraHu3aiu U3 CTPOs, UCKaKEeHHWE MH(OpMAIMU 3a CYET
npoHukHoBeHUs: B UCIT/IH nmyTeM HECAaHKIMOHUPOBAHHOTO JOCTYMA.

BHyTpeHHUMH HWCTOYHUKAMH, Kak IMPaBWIIO, SIBJISIOTCS CHEUUAIUCTBI B
001acTy MPOrpaMMHOT0 00eCIeYeHHs] M TEXHUUECKUX CPEACTB, B TOM YHCIIE CPEJICTB
3amuThl  WH(OpPMAIMK, WMEIONIME BO3MOXXHOCTh HWCIOJIB30BAHUS IIITATHOTO
o0opynoBanust u nporpaMmMHo-TexHudeckux cpeacts MCIIJIxn. K Takum ucrounukam
MO>XHO OTHECTM OCHOBHOW TNIE€pPCOHAJ, NpEeACTaBUTENEld ClayKO0O Oe30macHOCTH,
BCIIOMOTaTEIbHBIN M TEXHUUYECKHI MTEPCOHAIL.

JI1s1 BHYTPEHHUX MCTOYHUKOB YTpO3 0CO00€ MECTO 3aHMUMAIOT yTPO3bl B BUAEC
OLIMOOYHBIX NEUCTBUS U (MJIM) HApYUIEHUH TPEeOOBaHUM 3KCILTyaTallMAOHHONW U MHOU
JIOKyMEHTaluu cotpyaHukamu Opranuzamnuu, uMmeromux poctyn k MP UCITIH. K
MOI00HBIM YIpO3aM, B YaCTHOCTH, OTHOCSATCSI:



— HENPEAYMBIIUICHHOE  HWCKaXEHUWE  WIH  yAAJCHHE  MPOrpPaMMHBIX
KOMITOHEHTOB;

— BHEJIPEHHE U UCIOJIb30BAHNE HEYUYTCHHBIX MPOTPAMM;

— UTHOPUPOBAHUE OpraHU3alUOHHBIX OTpaHUYECHUM
(ycraHOBJIIEHHBIX TIpaBWi) 1ipu padore ¢ pecypcamu MCII[dH, BxiItouas
cpelncTBa 3aluThl HHPopManuu. B yactHOCTH:

- HapyIlIeHUE TMpaBWwI XpaHeHUss HHGOpPMALUM OTPAHUUYECHHOTO JIOCTYIIA,
UCIOJIb3yeMOM npu AKCIUTyaTaluu CPE/CTB 3aIUTHI uHpopmaruu
(KTrOUEBOM, MapOIBLHON U ayTeHTUPUIIUPYIOIeH HHPOPMAITUN);

- IPEJOCTABIICHUE TOCTOPOHHUM  JMIAM  BO3MOXHOCTH  JIOCTylla K
cpenctBaM  3amMTHl  WHQOpManMM, a - TakkKe K TEeXHHUYECKUM U
MIPOTPaMMHBIM CpeACTBaM, CIIOCOOHBIM MOBJIUSATH Ha BBITIOJIHEHUE
MPEABABIAEMBIX K CPEJICTBAM 3alIUTHI HH(POpMauu TpeOOBaHMIA,

- HACTpOWKa W KOH(PUTYPUPOBAHHWE CPEACTB 3alUThl WHGOpPMAIUH, a
TaKK€ TEXHUYECKMX W MPOTrPpaMMHBIX CpPEACTB, CHOCOOHBIX MOBJIUSATH Ha
BBITIOJTHEHUE MPEbABISEMBIX K CpeacTBaM 3aIIUTHI uHpopmanuu
TpeOOBaHUii, B HAPYILIEHHE HOPMATUBHBIX U TEXHUUYECKUX JIOKYMEHTOB;

- HecooOmeHue o (pakrax yTpaThl, KOMIPOMETAIIMU KJIFOYEBOM, MApOIHHOU U
ayteHTUQUIUpyromed uHQopManuu, a Takxke Jb0ol Apyrod uHbOpMaUU
OTPaHUYEHHOIO JI0CTYyTA.

HauGonpiryto  OMacHOCTh  MPEACTaBIAIOT  MpPEJHAMEPEHHBIE  yTPO3bI,
UCXOSIIME KaK OT BHEIIHUX, TAK U OT BHYTPEHHUX AHTPOIOTE€HHBIX HICTOUHHKOB.

HeobxonmuMo paccMaTpuBaTth CIEAYIONINE KIACChl TAKUX YIPO3:

- YIpO3bl, CBSI3aHHBIE C NPEAHAMEPEHHBIMH JEHUCTBUSIMH JIUL, WUMEIOIMIUMU
noctyn k WCII[JH, Bxmtouas mnonb3oBateneil MCIIIH u MHBIX COTPYIHHUKOB
NpEeANpUsTUS, peau3yomuUMu yrpo3sl HenocpeactBeHHO B WMCII/H (BHyTpeHHHUI
HapyLIUTENb);

- YIpO3bl, CBA3aHHBIE C MPEIHAMEPEHHBIMU JEUCTBUSIMU JIUIl, HE UMEIONIUMU
noctyna Kk UCII[IH u peanusyromydMu yrpo3bl U3 BHEIIHUX CETEH CBS3M OOIIEro
MOJIb30BAHUS WM CETEeW MEXIYHApOIHOTO HH(POPMAIMOHHOTO OOMEHa (BHEIIHUMN
HapyUIUTEb);

- YIpO3bl, CBA3aHHBIE C MPEJIHAMEPEHHBIMU JICUCTBUSIMU JIUIl, HE UMEIOIIUMU
nocryna k UCITIx u peanuzyromumu yrpossl o TKY .

TexHorenHbie HCTOYHMKH yrpo3 6e3onacHocT I1/1n

TexHOreHHbIE MCTOYHUKH YIPO3 HAIpPSMYIO 3aBUCIT OT CBOWMCTB TEXHHKHU.
JlaHHBIE HICTOYHUKU TAK)KE MOTYT OBITh KaK BHEIIIHUMH, TaK ¥ BHYTPEHHUMH.

K BHEmHMM uCTOYHUKAM OTHOCATCS MHGpacTpyktypHbie 31ementsl MCIT/IH:
cpenctBa CBs3W (Tene(pOHHBIC JIMHWM, JIMHUM TIEPEelIadd JaHHBIX W TIL.), CETH
WHXEHEPHBIX KOMMYHHUKAITNI (BOJIOCHAOKEHNE, KaHAIM3AIMs, OTOIJICHUE | TIP.).

K BHYTpEeHHUM HCTOYHHUKAM OTHOCSTCS HEKAYECTBEHHbIE TEXHUUYECKUE U
porpaMMHBIE CpeAcTBa 00pabOTKM HMH(POpPMalMM, BCIOMOTraTeIbHBIE CpEACTBA
(oXpaHbl, cUTHanIM3auuMu, TeneoHUH), Jpyrue TEXHUYECKHE  CpEeJCTBa,
npuMensiemble B MCIIJIH, a Takke BpEIOHOCHOE MPOTrpaMMHOE oOecrnedYeHue u
anmnapaTHbIE 3aKJIAJIKH.

AnmnapaTHas 3aKJaJaKa



AmnmapaTHble 3aKJIaJKd MOTYT OBITh KOHCTPYKTHBHO BCTPOEHHBIMU H
ABTOHOMHBIMU. ANMNapaTHbIEC 3aKJIaJIKH MOTYT PEaliu30BaTh YIPO3bI:

- cOopa u HakomuieHus [1JH, oOpabaTeiBaembIx U XpaHuMbiX B UCI1/IH;

- popmupoBanus TKYU.

B cuny oTMeueHHBIX CBOMCTB ammapaTHBIX 3aKiIafoK 3P (GeKTUBHAS 3alIuTa OT
HUX MOXET OBITh 0OecredyeHa TOJBKO 3a CUET TIIATEJIbHOTO yueTa UX ClelupuKu U
COOTBETCTBYIOIICH OpraHu3alid TEXHUYECKOM 3amuThl HMHGOpPMAIMU Ha BCEX
cragusx )ku3HeHHoro mukia UCIT/IH.

Hocuresab BpeIOHOCHOM NPOrpaMMbl

B kauecTtBe HOcuTenst BpeaoHOCcHOM nporpammsel B UCIIJIH MOKeT BbICTynaTh
anmnapaTHbIN 3JIEMEHT CPEACTB BBIYMCIUTENbHON TexHUKU u3 coctaBa VCII/IH wnu
[1O, BBIMONHSAIOIIEE POJIH TPOrPAMMHOTO KOHTEIHEpA.

Ecnu BpemoHOCHas mporpaMma He acCOIMUPYETCs ¢ KaKOM-TN0O0 MPUKIIATHOM
nporpammoii u3 coctaBa cuctemHoro wim obmiero [IO MCII[IH, B xadecTBe ee
HOCHTEJS BBICTYIAOT:

- BHEIIHUM MAIIMHHBIN (OTYYK/1a€Mblil) HOCUTENb, T.€. TUCKETa, ONTUUYECKUI
JIACK, JIa3€PHBIN AUCK, (PIIdII-NIaMSITh, BHEIIHUM KECTKUI AUCK U T.IL.;

- BCTPOEHHbIE HOCHUTENM HWHpoOpManuu (GKECTKUE JUCKH, MHUKPOCXEMBbI
ONEpPaTUBHOM  MaMSTH,  MPOLECCOP,  MHUKPOCXEMbl  CHCTEMHOM  IUIATHI,
MUKPOCXEMBl YCTPOMCTB, BCTpPaMBaeMbIX B CHCTEMHBIM OJIOK yCTpOWCTBA —
BUJIC0/IaNTepa, CETEBOM IUIaThl, YCTPOMCTB BBOJA/BBIBOJIA M T.JH.)

- MUKPOCXEMbl BHEIIHUX YCTPOMCTB (MOHUTOpA, KJIaBUATYphI, MPHUHTEPA,
IJIOTTEpA, CKaHepa u T.I1.).

B TtomM cimywae, ecium  BpeIOHOCHass TporpaMma  MOXET  OBITh
POacCOIMUpOBaHa C CUCTeMHbIM win obmuMm [1O, ¢ dalinmamu  paznmudHOM
CTPYKTYPBl WM C COOOIICHUSMH, TEpeaBaeMbIMU IO CETH, TO €€ HOCHUTEJIEeM
ABJISIFOTCSA

- makeTsl nepeaaBaeMbix 1o cetu UCII/IH coobiienmii;

- (aitnbl (MCHIONHSAEMBIE, TEKCTOBBIE, TpaUUECKue U T.1.).

[Ipr BOBHMKHOBEHHM YrpO3 M3 JAHHOW TPYIIbI MOSBIAECTCS MOTCHUHAAIbHAS
BO3MOXXHOCTh HApyIICHUS KOH(MUIACHIIMATBLHOCTH, IIEJIOCTHOCTH, TOCTYIHOCTH U
JIPYTUX XapakTepUCTUK O6e3onacHoctu [1/1H.

CruxuiiHble HCTOYHUKH yrpo3 Oe3onacHoctu IIH

CtuxuiiHple HMCTOYHUKH YIpO3 OTIMYAeTCs OOJBIIMM pa3HOOOpa3ueM u
HEINPEACKA3yEMOCTBIO M SBIAKOTCS, KAaK IPAaBWIO, BHEIIHWMMHU II0 OTHOLICHUIO K
Opranuzauuu. [log HUMU, IPEXKIE BCET0, PACCMATPUBAIOTCS PA3IUYHbIE PUPOIHBIC
KaTaKJIM3Mbl: II0XKapbl, 3€MJIETPSACEHUs, yparaHbl, HAaBOJHEHUs. BO3HHKHOBEHUE
ATUX HCTOYHUKOB TPYAHO CIIPOTHO3MPOBATh U UM TSDKEIO IMPOTUBOACHCTBOBATH,
HO Npyl  HACTYIUICHHMH  TOJOOHBIX  COOBITMI  HApyImaeTcs  MITaTHOE
¢ynkunonupoBanre camord MCII[IH u ee cpeacTB 3alllUThl, YTO MOTEHIUAIBHO
MOXET MPUBECTH K HAPYLICHUIO KOH(PUIECHIIMAIBHOCTH, IEJIOCTHOCTH, TOCTYITHOCTH
U APYTUX XapakTepucTuk 0e3omacHoctu [1/1H.

3amuTa OT Yrpo3, UCXOASIIUX OT TEXHOTEHHBIX W CTUXUWHBIX HCTOYHUKOB
yrpo3 Oe3omnacHoctu [IJIH, periaMeHTUPYeTCs HUHCTPYKIUSMH, pa3padOTaHHBIMU
U YTBEPKIECHHBIMH OIEPATOPOM C yueToM ocobeHHocTte akcruryaTanuu UCII/IH.



8. Mojaenanb HapymiuTe sl 0€30MACHOCTH MEPCOHAIbHBIX TAHHBIX

AHanmu3  BO3MOXKHOCTEH, KOTOPBIMH MOXET 00JagaTh  HapyIIUTETb,
MIPOBOJUTCS B pAMKaX MOJEIN HAPYIIUTEII.

[Ipu pa3paboTke Mojaenu HapywurTens 3aQUKCUPOBAHBI  CIEAYIOIINE
MOJIOKEHUS:

1. besomacHocts Il B HUCII[IH oOecneuuBaercsi  CpeacTBaMu
samuThl uHGopmanuu MCIIJIH, a Takke UCTI0JIb3yEMBIMU B HUX WH(DOPMAIIMOHHBIMHU
TEXHOJOTUSIMU, TEXHUYECKUMH U TPOTPAMMHBIMU CPEICTBAMHU, Y]IOBJICTBOPSIOIIUMHU
TpeOOBaHMUAM IO 3alUTe HH(OpPMALMK, YCTAHABIMBAEMBIM B COOTBETCTBUU C
3aKoHOIaTenbCTBOM Poccuiickon denepanuu;

2. CpeactBa 3ammrtbl  uHopmanuu (C3M) mratHO (QYHKIIMOHHPYIOT
COBMECTHO C TEXHHYECKHMMHU U TPOTrPAMMHBIMH CPEJICTBAMU, KOTOPHIE CIIOCOOHBI
MOBJIMSITH Ha BBIIOTHEHHE MpeabsaBisieMbix kK C3U TpeboBanuii;

3. C31 nve moryt obecnieunts 3amuty IIJ[H OT NeHCTBUM, BBINOJIHAEMBIX B
pamMKax MpeJOCTaBICHHBIX CYOBEKTy AecTBUU monHoMouuil (Hanpumep, C3U He
MOXeT obecrieunTh 3amuTy [1/IH OT pacKphITUs JUIIaMU, KOTOPBIM MPEIOCTABICHO
MPaBo Ha JOCTYM K 3TUM JIaHHBIM).

8.1 Onucanue HapymuTenen

C TOYKM 3peHHus HaIuyus MpaBa MOCTOSHHOTO WM Pa30BOro JOCTyNa B
koHTposupyemyto 30Hy (K3) o0bexToB pasmenienuss UCII/In Bce pusnueckue ynia
MOTYT OBITh OTHECEHBI K CJIEIYIOIIUM JIBYM KaTE€TOPHUSIM:

- Kareropus | — nuua, He UMEoIIKE MpaBa JA0CTYINAa B KOHTPOIUPYEMYIO 30HY
NCIIdx;

- kareropus Il — nuia, uMmeronue MpaBo JOCTyINa B KOHTPOJIHUPYEMYHO 30HY
NCIIdn.

Bce norennmanbable HApyUTEIN HOAPAAEIAIOTCS Ha!

- BHEIIHUX HAPYIIUTEIEH, OCYIIECTBIMIOIINX AaTaku M3-3a IPEICTIOB
KoHTpoaupyemon 30861 UCII/IH;

- BHYTPEHHMX HapyUIUTEIEH, OCYIICCTBISIIONIMX aTaKd, HaxolsiCh B
npeaenax Koutponupyemon 30861 MCITIH.

B  kayecTBe  BHEIIHEr0  HApyWIMTENs  KpoMe  Jull  Kareropuu |
JIOJDKHBI pacCMaTpUBaThCsl Takxke jula kareropuu I, Haxopsumecs 3a npeaeaaMu
K3.

B otnHomennn MCII/IH B KauecTBE BHEIIHErO HAPYLIUTEIISIMU M3 YHUCIA JIULL
Kareropuu [ MOTyT BbICTYIATh:

- ObIBIIME COTPYAHUKU OpraHu3aiuu;

- TMOCTOPOHHME JIMIlA, MbITatoluecss mnoayuuth goctyn Kk IIJlH B
WHULIMATUBHOM MOPSIKE;

- IPEACTAaBUTEIN MPECTYITHBIX OPraHU3aLNM.

BHenHui HapyImMTeNnb MOXKET OCYIIECTBIATD:

- mepexBar oOpabarbiBaeMbix TexHuueckumu cpeactBamu MCIIIa T1/Ix 3a
cuer ux yreuku no TKYUM ¢ wucnonb3oBaHMEM NOPTATUBHBIX, BO3UMBIX,
HOCUMBIX, 4 TaKX€ AaBTOHOMHBIX aBTOMATHYECKUX CPEJCTB Pa3BEIKU CEPUNHOMN
pa3paboTku;

- JECTPYKTHBHBIE BO3JIEHCTBHUS 4epe3 dJIEeMEHTbl UH(OPMAIMOHHON



uadpactpykrypel MWCII[IH, KoTOpble B TIpPOIECCe CBOETO >KU3HCHHOTO ITHKIIA
(MoziepHU3aLIMsl, CONTPOBOXKIECHUE, PEMOHT, YTUIM3aLKs) OKa3bIBAIOTCSA 3a IpeieIaMu
K3;

- HECaHKIMOHMPOBAaHHBIM JOCTyHn K HH(OpMaUUKU C HCIOJIb30BAHUEM
CIICIMAIBHBIX IPOTPAMMHBIX BO3ACHCTBUU MMOCPEACTBOM IPOrPaMMbl BUPYCOB,
BPEIOHOCHBIX MPOrpaMM, aJrOPUTMUYECKUX WIIA MPOTPAMMHBIX 3aKJIAJI0K;

- mepexBarT HH(OpMalMM, T[EpeAaBaeMoOll IO CeTsAM CBs3W  OOIIEro
MOJIb30BAHUS WJIM KAHAJIAM CBSI3M, HE 3AlIMUIEHHBIM OT HECAHKUMOHHUPOBAHHOIO
noctyna (HCJI) k undopmanum opraHu3aliiOHHO- TEXHUYECKUMU MEPaMHu;

- araku Ha UCII/IH nyTem peann3anuu yrpo3 yaaleHHOTO JOCTYIA.

BuyTtpennuii Hapymmurens (quna xareropuu II) mompasnensiercss Ha BoceMb
TPYII B 3aBUCUMOCTH OT CIOCO0a W MOJTHOMOYHMH NOCTyna K WH(OPMaIMOHHBIM
pecypcam (UP) UCITH.

1. K nepBoi rpynne OTHOCSATCS COTPYAHUKHU NMPEANPUATHI, HE SBISIOLIMECS
3aperuCTPUPOBAHHBIMU MOJib30BaTeasiMu U He aomyiieHHsle k WP UCIIH, HO
MMeEIoIMe CaHKIMOHMpOoBaHHbIM noctyn B K3. K aroi kareropum Hapymurenen
OTHOCATCSI COTPYAHUKH PA3JIMYHBIX CTPYKTYPHBIX MNOAPA3ACICHUN NPEATPUATHN:
DHEPreTUKHU, CAHTEXHUKH, YOOPIIUIIbI, COTPYIHHKHA OXpaHbl W Jpyrue JHIa,
oOecreurBaronre HopMaabHOe (YHKIMOHUPOBaHUE 00beKTa MH(OPMATU3ALIUH.

JIM1o JaHHOM TPYIIIBI MOXKET:

- pacmojaraTb UMEHaMU W BECTH BBISBICHHUE NApOJICH 3aperMCTPHUPOBAHHBIX
nons3oBareneit UCI/IH;

- U3MEHTh KOHPUTYpAIIUI0O TEXHUUECKUX cpeactB obpadotku I[1/]H, BHOCHUTH
nporpamMmmHo-anmapatasie  3akinanku B IITC MCII[ln u obecneyuBath CheM
uHpOpMallMK, UCHOJb3yS HENOCPEACTBEHHOE MOJKIOYEHHE K TEXHUYECKUM
cpenctBam 00paboTku HH(POpPMAIUH.

2. Ko BTOpOW TpyIIle OTHOCATCA 3apEeTHCTPUPOBAHHBIC IOJIB30BATEIIN
UCIIH, ocywmectBisitone orpanudeHHslid goctyn k WP UCII[AH c pabouero
MecTa. K 3TOM Kareropuu OTHOCATCA COTPYAHUKH NPEINPUATHI, UMEIOIIUE IPABO
nocryna k JsokanbHbiM WP HCIIJIH 11 BBINOJHEHWS CBOMX JOJKHOCTHBIX
00sI3aHHOCTEH.

JIuio AaHHOM TPyIIIIbL:

- 00y1ajlaeT BCeMH BO3MOKHOCTSAMH JIMIL TIEPBOI KaTErOpuHu;

- 3HAET, [10 MEHBIIIEN MEPE, OJTHO JETATBHOE UMS JOCTYIIA;

- o0jamaer BCEMU HEOOXOAMMBIMH aTpuOyTaMu (Harpumep, Maposem),
obecneunBaronum goctyn k MP UCIT/IH;

- pacnionaraet I1/IH, K KOTOpBIM UMEET TOCTYTI.

3. K Tperbeil rpymnie OTHOCATCS 3aperHCTPUPOBAHHBIE  IOJI30BATENN
noacucreM UWCII[AH, ocymectBisronme yaaleHHsld poctyn k IIJ[H 1o
JoKanpHOU cetn OpraHu3anny.

JIuio naHHOM TpyIIIbL:

- 00y1alaeT BCEMH BO3MOKHOCTSAMM JIMLl BTOPOI KaTErOpuHu;

- pacnionaraet wuHbopmanueir o Tonosoruu cetu MCIIJIH u cocTtaBe
texuuuyeckux cpeacts UCII/H;

- IMEET BO3MOXXHOCTbh MpPSAMOTO ((hU3MYECKOro) AOCTyNa K OTAEIbHBIM



texHuueckuM cpeactsam (TC) UCITIH.

4. K d4erBepToi TpyIlIe OTHOCSATCS 3aperuCTPUPOBAHHbBIC IMOJIb30BATEIN
NCII[JH ¢ moaHOMOYMSIMU aJIMHUHUCTpaTopa 0€30macHOCTH cermeHTa ((pparmeHTa)
NCIIdn.

JInio 1aHHOM TrpynmsL:

- obnmamaer moMHOW  WHQOpMarMe O CHUCTEMHOM U MNPUKJIATHOM
porpaMMHOM oOecrieueHuu, ucnonbzyemom B cermente MCII/IH;

- obnmamaer mojaHOM — mHQOpMamMenn 0  TEXHUYECKMX  CPEACTBAX U
koHpuryparuu cermenta UCIIH;

- IMEET JIOCTYIl K CPEeJCTBaM 3alluThl MHGOPMAIIMU U TPOTOKOIUPOBAHUS, a
TAaK>K€ K OTJACIbHBIM 3JIEMEHTaM, UCTIOJIb3yeMbIM B cermente MCII/IH;

- UMEET J0CTYII KO BCEM TeXHUYeCKuM cpeactBaMm cermenta MCIIIH;

- obmajmaer mpaBaMH KOH(MUTYPUPOBAHUS M aIMHUHHCTPATHBHON HACTPOMKHU
HEKOTOPOTO MOJIMHOKECTBA TeXHUUECKUX cpeacTB cermenTa MCII/IH.

5. K marom rpynme OTHOCATCS 3aperMCTPUPOBAHHBIE IIOJIB30BATEIN C
MOJTHOMOYUSIMUA CUCTEMHOI'O aJIMUHUCTPATOPA, BHIMOJHSIONIET0 KOHQUTYPUPOBAHUE
W YIOpaBJICHUE TMPOrPaMMHBIM oOecredyeHueM U Oo0OpyJOBaHUEM, BKIIIOYAs
o0opyoBaHue, OTBeuarollee 3a 0€30MacCHOCTh 3allUIaeMOro oOBEKTa: CpelCTBa
MOHUTOPHUHTA, PE3EPBHOIO KOIMUPOBAHUS, AHTUBUPYCHOTO KOHTPOJS, 3aIUThI OT
HECAHKIIMOHUPOBAHHOTO JOCTYTIA.

JIno naHHOM TpyIIIbL:

- obnmamaer mosHOM HWHGOpPMANMEH O CHCTEMHOM, CHEIUabHOM U
npukiiagaoM [10, ucnonszyemom B UCII/IH;

- obmanaet oo uHpopmarmeit o TC u kondpuryparnuu UCIIH

- umeet poctyn ko Bcem TC UCIIJIH 1 1aHHBIM;

- o0namaer mpaBamMu KOH(GUTYPUPOBAHUS W aJIMUHHCTPATUBHOW HACTPONKHU
TC UCTIH.

6. K mecron rpymme oTHOCATCA 3aperucTpupoBanHbie nonb3osarenn UCI/x
C MOJIHOMOYHMSAMH aJMUHHCTpaTtopa Oe3omacHocTH OpraHu3alyy, OTBEUYAIOIIETO 3a
coOJII0IcHUE MPaBUJI pa3rpaHUUYEHUs JOCTYIa, 3a TEHEPAIUIO0 KIIFOYEBBIX AJIEMEHTOB,
CMEHy TMaposel, Kpuntorpaduyeckyro 3amury HHPOpMaAIUU. AJIMUHUCTPATOP
0€30MacCHOCTH OCYIICCTBIIACT ayJAuT TEX >K€ CPEACTB 3alllUThl OOBEKTa, YTO H
CHUCTEMHBIN aJIMUHHUCTPATOP.

JIno qaHHOM TpyIIIbL:

- o6agaet nostHOM MHpopManueit 06 MCIIx;

- UM€eT JOCTYI K CpeACTBaM 3alllUThl UHPOPMAIUU U TPOTOKOIUPOBAHUS U
K 4acTu KitoueBbix dsementoB CII/H;

- HE UMEET TPaB JOCTYMa K KOHPUTYPUPOBAHUIO TEXHUUYECKUX CPEJCTB CETH 32
HCKJIFOYEHHUEM KOHTPOJIbHBIX (MHCIIEKIIMOHHBIX ).

7. K cempMmol rpynme OTHOCATCS JMLOA M3 YHCIA TMPOrPaAMMHUCTOB -
pa3pabOTYMKOB CTOPOHHEW OpraHu3aluu, ABJsitomuxcs nocrapmmkamu 110 u nuna,
o0OecrieunBaroIue ero ConpoBoxaeHue Ha oobekre pasmernienus UCITJH.

JInuo naHHOM IpynmsL:

- oOnmamaer wuH@opManueir o0 anaropurMax u IMporpamMmmax o0paboTKu
undopmaruu B UCI1/IH;



- o0ysagaeT BO3MOXKHOCTSIMH BHECEHHUS OIIMOOK, HEACKIapUpOBaHHBIX
BO3MO>XKHOCTEH, MPOTPaMMHBIX 3aKJIaJI0K, BpeAoHOCHBIX nporpamm B [10 UCII/IH Ha
CTaJIuU €T0 pa3pabdOTKU, BHEAPEHUS U COMTPOBOXKICHUS;

- MOXET pacronarath J00bMu pparmenTamu nHpopmaruu o TC o6paboTku u
3amuThl uHGopmanuu B UCIIJH.

8. K BochMoilt rpynimie oTHocsTCs nepconal, oocmyxuBaronuit TC UCII/H, a
TaKXke Juia, o0ecreynBaroIue mocTaBky, conpopoxaenue u pemont TC UCII/H.

JIuio AaHHOM TPyIIIbL:

- obnamaeT Bo3MOXKHOCTSIMU BHeceHus 3akianok B TC UCII[x Ha ctaguu ux
pa3paboTKH, BHEAPEHUS U COMTPOBOKICHUS;

- MOXeT pacmnoiyaraTh (¢parMeHtamu uHpopmanuu o Ttonojorun WCII[H,
aBTOMATH3WPOBAHHBIX pabouyMX MecTax, cepBepax U KOMMYHHUKAITMOHHOM
obopyaoBanuu, a Takxke o TC 3amuTtel nHGopmaruu B UCIT/IH.

8.2 TlpenmosioxxeHus: 0 BO3SMOKHOCTSX HapyLIUTEIS

Jns monyuyenus ucxonnbsix fanHbix o MUCIIAH Hapymmrens (kak | kateropuw,
Tak 1 Il kareropun) MOKeT OCYIIECTBIATh NEPEXBAT 3alIM(PPOBAHHON HHPOPMALIMH
Y WHBIX JIaHHBIX, NEPENABAEMBIX IO KaHaJaM CBS3M CETSAM OOILEro IMOJIb30BaHUs
U (WIu) ceTsiM  MEXIyHapoaHoro HWHGOpPMAllMOHHOTO OOMeHa, a  TakKXKe
110 JJokajabHbIM ceTssm UCIT/IH.

JIto00i1 BHYTpPEHHHI HapyUIUTENlb MOXET HMETbh (PU3WYECKHl JO0CTyIl K
JIMHUSIM CBSI3M, CUCTEMAaM JJICKTPOIUTAHUS U 3a3€MJICHUS.

[Ipennonaraercs, 4TO BO3MOKHOCTH BHYTPEHHETO HapYLINUTEIA
CYIIIECTBEHHBIM 00pPa30M 3aBHUCAT OT JIEUCTBYIOIIMUX B Mpeenax KOHTPOJIUPYEMOn
30HbI 00BbekTOB paszmemnienus MCII/IH orpaHuuuTenbHBIX (DAKTOPOB, M3 KOTOPBIX
OCHOBHBIMHU SBJISIFOTCS PEKUMHBIE MEPONPUATHS UM OPraHU3aLMOHHO-TEXHUYECKHUE
MEpBbI, HANPABJICHHbBIC HA!

- IPEAOTBPALICHHUE U NMPECEUYCHNE HECAHKIIMOHUPOBAHHBIX JICHCTBUI;

- OJI00p U PACCTAHOBKY KaJIpOB;

- Jonyck (U3MYECKUMX JIMI B KOHTPOJIMPYEMYIO 30HY M K CpEJICTBa
BBIYUCIIUTEILHON TEXHUKU;

- KOHTPOJIb 32 MOPSIIKOM MPOBEJIEHUs PadoT.

B cuny 3TOro BHYTPEHHHI HapyIIMTENb HE UMEET BO3MOKHOCTH IOJYyUYEHUS
cnenuanbHbix 3HaHUM 0 UCII[H B 00bemMe, HEOOXOIMMOM JIJIsl PEIIeHHs] BOIIPOCOB
CO37aHus U NMPeoAoSieHUs cpeacTB 3amuThl [1/IH, u uCKIIroYaeTcs ero BO3MOXKHOCTD
[0 CO3JaHUI0 U NPUMEHEHUIO CIIEHUAJIBHBIX IMPOTrPAMMHO-TEXHUUYECKUX CPEICTB
peasM3anyy  LEJICHANPABICHHBIX  BO3JACHUCTBHM  JTAaHHOTO  HApPYLIWUTENs  Ha
HoJUIeKal(ie  3alldTe OOBEKTBI M OH MOXET OCYIIECTBISATh  IONBITKH
HECAaHKIIMOHUPOBAHHOrO paoctyna K WP ¢ ucnosb3oBaHMEM TOJBKO IITATHBIX
nporpammHo-TexHudeckux cpeacts UCII/IH 6e3 HapylieHns UX HETOCTHOCTH.

B03MOXKHOCTh CroBopa BHYTPEHHHUX HapyIlIUTENIed Mexay co0oil, croBopa
BHYTPEHHET0 HApYILUUTENS C MEPCOHAIOM OpraHU3alMi-pa3pabOTUYNKOB MOJICHCTEM
NCIIH, a Takke CroBopa BHYTPEHHETO M BHEUIHErO0 HAapyIIUTENeH HOJKHA OBITH
WCKIIFOYEHA NPUMEHEHHEM OpPraHU3alMOHHO-TEXHUYECKHX M KaJpOBO-PEKMMHBIX
Mep, AeHCTBYIOMUX Ha 00bekTax pazmemenus NCIIH.

8.3 IlpeanonoxxkeHus: 00 UMEIOIIUXCS Y HAPYILIUTENS CPEICTBAX aTak



[Ipenmnonaraercs, 4To HapyLIMTEIh UMEET BCE HEOOXOIUMBIE JJI POBEICHHUS
aTak 110 JIOCTYIIHbIM €My KaHaJlaM aTaK CpeJCTBa.

Buewmnnii HapymumTens (Jinna kareropud I, a Taxke nuua xareropuu I mpu
HaxoXJIeHnn 3a npeaenamu K3) MOXET HCIONb30BaTh CIEAYIOLIME CpPEICTBA
JIOCTyMA K 3aluIiaeMoil HHPOpMaIIUH:

- JOCTyIHbIE B CBOOOJHOW MpOJAAXKE ammapaTHble CPEACTBA M MPOrPaMMHOE
o0OecrieueHre, B TOM YHCI€ NPOrpaMMHBIE U  allapaTHble KOMIIOHEHTHI
KPUIITOCPE/ICTB;

- cHeuuaidbHO pa3pabOTaHHbIE TEXHUYECKHE CpEACTBA W MPOrPaMMHOE
oOecIieueHue;

- Cpe/cTBa NepexBaTa M aHajau3a HH(POPMalMOHHBIX IOTOKOB B KaHAJIaX CBSI3U;

- CTIeIIMAJIbHBIE TEXHUYECKHUE CpeicTBa nepexnaTta nHdopmanuu o TKY U,

- mratHele cpeacrBa MCIIIH (Tonbko B cilydyae HMX pPaCHOJIOKEHHS 3a
npenenamu K3).

BHyTpeHHHUIl HapymuTenb A JOCTyNa K 3aluinaeMoil uHopManuwu,
conepxamen 111, moxker ucnonb3oBatk ToapKO mratHble cpencrsa UCII/IH. IIpu
OTOM €ro BO3MOXXHOCTM IO HCIIOJB30BaHUIO INTAaTHBIX CPEICTB 3aBUCAT OT
peanusoBanHbIX B MCII/IH opraHn3allMOHHO-TEXHUYECKUX U PEKUMHBIX MED.

8.4. OnucaHue KaHAJIOB aTaK

B0O3MOXHBIMU KaHaJIaMU aTaK, KOTOPBIE MOXKET HMCIOJIb30BATh HAPYILIUTEIb
JUIs JocTyna K 3amnuiiaeMon nagopmaruu B UCII/H, sBistoTCs:

- KaHaJIbl HEMOCPEJCTBEHHOTO JOCTyNa K OO0BEKTY (BU3yalbHO-ONTHYECKHUH,
aKyCTUYECKUM, (PU3nIecKuii);

- DIIEKTPOHHbIE HOCUTEIM MH(POpPMAIMU, B TOM YHUCIIE ChEMHBIE, CIaHHbIC B
PEMOHT U BBILIEAIINE U3 YIIOTPEOICHNUS;

- OyMa)kKHBIC HOCUTEHN HH(POPMAIIHH;

- IITaTHbIE MporpaMMHo-annaparasle cpeacrsa MCII/x;

- KaOeJIbHbIE CHCTEMbl U KOMMYTAallMOHHOE O0OpYJIOBaHUE, PACIOJIOKEHHbBIE
B Ipejienax KOHTpoJiupyemMoi 30HbI M He 3anmunieHHble ot HCJl x undopmanmm
OpPraHU3allMOHHO-TEXHUYECKUMH MEPAMU;

- He3aluIIeHHbIe KaHalbl cBsI3u; TKYMU.

8.5.Tun  mHapywmwurens npu  ucnois3oBanun B HCIIH
KpUITOrpaduueckux Cpe/CcTB 3allUThl HH(OPMALIUH

[Ipu oomene uabopmanueit mexay VMCIIJIH 1 BHEIIHMMU IO OTHOIICHHIO K
OpeanpusITHIO  UH(POPMALMOHHBIMU  CUCTEMaMH  HEOOXOJIMMO  HCIOJIb30BaHHE
cpenctB kpunrorpaduueckon 3amutsl nHGopmaru (CK3N).

YpoBeHb KpunTorpaduueckon 3aIUTHI MEPCOHAIBHBIX  JIAHHBIX,
obecneunBaemort CK3U, ompenensieTcst myTeM OTHECEHHS HAPYIIUTEINs, EHCTBUSAM
KOTOporo noikHO npotuBocTosATh CK3U, K KOHKpeTHOMY TuIly, U Oa3upyercd Ha
MO/IX0JaX, OMHCAHHBIX B «METOOUYECKMMHU PEKOMEHAALMIMU MO0 00ECHEYEHUIO C
MOMOILbIO  KPUNITOCPEJCTB O€30MACHOCTH MEpPCOHANbHBIX JaHHBIX IMPU UX
o0paboTke B  MH(MOPMAIMOHHBIX  CHUCTEMaxX  MEPCOHAIBHBIX  JAHHBIX  C
WCIIOIb30BAHUEM CPEJICTB ABTOMATU3ALUN.

9. AKTyaJIbHBIE YIrpo3bl 0€30lACHOCTH NEPCOHAJBbHBIX [AHHBIX B

HH(GOPMANMOHHBIX CHCTEMAX MEPCOHAJIBHBIX TaHHBIX



Jlnst BBISIBIICHMSI U3 BCETO TepedHst yrpo3 OeszomacHocTu [IJIH akTyanmbHBIX
s UCITJIa oneHuBarOTCs ABa ITOKa3aTelIs:

- ypoBeHb rcxoHo# 3anuieHHocti MCI/Ix;

- yacToTa (BepOSTHOCThH) peasiu3allii pacCMaTpPUBAEMOMN yTPO3bL.

9.1. YpoBeHb UCXOAHOW 3aIIMILEHHOCTH NH(POPMAITMOHHOW CUCTEMBI
MEPCOHAIBHBIX JAHHBIX

[Tox ypoBHeM ucxoanoi 3ammuiieHHocTd MCII[H moHnumaercs 0000IIeHHbIN
MOKa3aTeyb, 3aBUCAIIMNA OT TEXHUYECKUX M HKCIUTYaTAlMOHHBIX XapaKTEPUCTHUK
NCIIn. ITepeueHb naHHBIX XapaKTEPUCTUK U TNokazatenu 3amuiieHnocta MCI/IH,
3aBUCAINNE OT HUX, ToKasaHbl B Tabmuie 9.1. Iloka3arenu, oTHOCSIIHECT K
OpraHu3aiuy BbIJACIEHbBI )KUPHBIM KYPCHUBBIM.

s ompenenenuss ucxomnor 3amuiieHHoctd MCIIJIH  nomxHO OBITH
PAacCCYUTAHO NPOLUEHTHOE COOTHOIIEHHE Ka)KJIOTO YPOBHS 3alMIICHHOCTH KO BCEM
xapakrepuctukam, umeroum mecto st MCII/IH.

Tabauna 9.1 — [lokazarenu ncxonnoi 3amuiieHHoctu UCIJIH

YpoBeHb

M @) T

Texnnyeckue u IKkcmiIyatanuoHHble xapakrepuctuxku UCI/In

I1o TeppUTOPHATBLHOMY Pa3MelleHHIO

nokaneHas (kammycHas) WCII[H, pasBepHyTas B Tpenesax
HECKOJIbKUX  OJIM3KO

aokanvnana UCI/[n, pazeepuymas 6 npeoenax 00H020 30aHUs

ITo HAaTMYKIO COETUHEHHUS C CETAMHU 06mer0 MO0JIB30BAHUA

HUCIIn, umerouias MHOZOMOUEUHBLIL 6bIX00 8 CEMb 00ULE20

WCIIJIn, nmeroiiast 0fHOTOYEUHBINA BBIXOJ B CETh OOIIET0 MOJIb30BAHUS

NCTIH, dusznuecku oTeICHHAsI OT CETH 00IIEro MoJIb30BaHUS

Ilo BCTpOeHHBIM (JierajibHbIM) onepauusMm ¢ 3anucsivu 0a3 I1/{n

YTCHHC, TIOUCK

3alKCh, yIAJICHUE, COPTHPOBKA

Mmoougpukayus, nepeoaua

ITo PasrpaHuvuCeHUuIO 10CTyNAa K NEPCOHAIBHBIM JaAHHBIM

HCII/[n, Kk Komopoii umeem Oocmyn onpeoeleHHbll nepedyeHs
COMPYOHUKOG Op2AHU3AUUU,

NCTI/JJH, k KOTOpOi MMEIOT AOCTYH BCE COTPYAHMKU OpPTraHU3ALMH,
IBISAIONICIICS BJIAJENIbLIEM

NCII/IH ¢ OTKPBITHIM TOCTYIIOM

Ilo naauuuio coenunenuii ¢ apyrumu 6azamu I1JIn uasix UCI1/In

Humeepuposannas HCI/[n (opcanuzayus ucnoibzyem HecKobKo
oaz IT/[n UCII/In, npu mom opzanuzayus He A61A€MCA 6140e/1bUeM 6Cex
lucnonvzyemuix oasz I1/[n)

WUCII/[JH, B koTopoii wucmnonwszyercss onaHa 0Oaza I1/1H,
MpuHaAJIeKaIas opraHuzanuu — Biuanenbity nannon UCIIa

I1o ypoBHI0 0600meHus (o0e3muuuBanus) I11n




NCII/JIH, B KOTOpOI NpeaocTaBIsEMbIE 0JIb30BATENIO JTAHHBIE
FIBIISIIOTCA 00€3IMYEHHBIMU

NCTIH, B KOTOpOH TaHHBIC 00E3IMUYNBAIOTCS TOJBKO MPH Mepeade B
IIPYITUEC OpraHu3alv 1

HUCIL/Tn, 6 kKomopoii npedocmagnaemvle noab308amento OAHHbIE He
laenaomea ooesnuuennpiMu

IIo 00bemy II/IH, KOTOpPBIE NMPEIOCTABISTCH CTOPOHHUM
nojb3oBateasv UCI/Iu 6e3

NCIInH, npenocTaisronias Bl 06a3y nanubix ¢ [1JIH

HCI/Tn, npedocmasnawowan yacmo I/

NCII 11, HE mpeaoCcTaBIAIONINEe HUKAKOW HH(POpMaIUK

Konuuecmeo pewenuii

Obuee Konuvecmeo pewieHuil 7

[Tpunumaerca, uto MCIIJJH wuMeeT BBICOKHUM YpPOBEHb  HCXOJHOU
3amuiIeHHocTy, ecau He MeHee 70% xapakrepuctuk HCIIIH cOOTBETCTBYIOT
YPOBHIO «BBICOKHI), & OCTAJIbHBIE YPOBHIO «CPEIHUNY.

B cnyuae, ecnu He Menee 70% xapakrepuctuk UCII/IH oTHOCUTCS K
YPOBHIO

«HE HIXKE CPEOHEro», a OCTAIbHBIE K YPOBHIO «HHU3KHI», TO
ucxoaHas 3anuunieHHocts MCITJIH Oyaer cpeaHero ypoBHs.

Bo Bcex octanbnbix ciydasx HMCII[IH Oyner uMeTh HU3KUNA ypOBEHb
3alIUIIEHHOCTH.

Ucxong u3 kputepueB OlLEHKHU, aenaeMm BbiBoA, uto MCIIJn Opranuzanun
MMEET HU3KUH YPOBEHb 3AIIUIIICHHOCTH.

9.2. OnpeneneHue akTyalbHBIX YIpo3 0€30MaCHOCTH MEPCOHAIBHBIX TAHHBIX

JInst OLIEHKM YpOBHSI HMCXOJIHOM 3alllMIIEHHOCTH BBOJUTCSA KO3 UIIMEHT
MCXOJIHOM 3aIMIIEHHOCTH Y 1, KOTOPBIA MOXKET MPUHUMAThH 3HAYCHUS:

0 — 1T BBICOKOM CTETIIEHM MCXOHOM 3alUIICHHOCTH,

S — U1 CpeIHEN CTENEHU UCXOTHOM 3alUIIIEHHOCTH;

10 — nJ1st HU3KOM CTEIIEHH MCXOQHOM 3alUIIEHHOCTH.

CrneayrommM TapamMeTpoM, HEOOXOTUMBIM IS OMPEACIICHUS aKTyaJIbHOCTH
yrpo3 Oe3onacHoctu I[I/[H, sBusieTcss yactoTa (WM BEPOSITHOCTH) peaau3aiuu
yrpo3bl, MOJ KOTOPOW MOHUMAETCSI ONMPEACICHHBIA KCIIEPTHBIM MYTEM MOKA3aTEllb,
XapaKTEePU3YIOUIUH BEPOSITHOCTh pealiv3allid KOHKPETHOM yrpo3bl 0€30MacHOCTH
[In s UCIAH B peanbHBIX yCIoBUsAX ee (yHKIHMOHUpOBaHUS. BBoauTCS ueThipe
3HAYEHUS ATOTO MOKa3aTessi, 0003Ha4YaeMOoro Kak Y?2:

MaJoOBEPOSATHO —  OTCYTCTBYIOT  OOBEKTHUBHBIC  MPEANOCBUIKKA  JUIs
OCYLIECTBIIEHUSI YTpO3bl (HalpuMep, yrpo3a XHUIIEHHs HOcuTened uHdopmanuu
JYLAMUA, HE HMEIUMMM JIErajJpHOr0 JOCTyla B IIOMEUICHHUE, TIJ€ IOCIEIHUE
XpaHATCA);

HU3Kasi BEPOATHOCTh — OOBEKTUBHBIE MPEINOCHIIKHA ISl Pean3allid YTPO3bI
CYIIECTBYIOT, HO NPHUHSITHIE MEPHI CYLIECTBEHHO 3aTPYyIHSIOT €€ pPeajru3aluio
(HampuMep, UCTIOJIb30BaHBl COOTBETCTBYIOIIHME CPECTBA 3AMUTH HHPOPMAIIHH);

CpeIHsisi BEPOSITHOCTh — OOBEKTUBHBIE MPEANOCHUIKH JI peaau3aluu yrpo3bl
CYILIECTBYIOT, HO MPUHSThIE MEPHI 0OecneueHus: oezomnacHocTu [1/[H HeroCcTaTOUHBI;

BBICOKAs BEPOSTHOCTh — OOBEKTUBHBIC MPEANOCHUIKM JJIA peaau3aiuu



yTpO3bI CYLIECTBYIOT U MEpHI 110 obecnieuenuto OezonacHoctu [1/1H HE MPUHSTHL.

JlaHHBIN TTOKA3aTeNlb TPUHUMAET CIIEAYIOIINE 3HAUEHUS:

0 — 11 MaOBEPOSITHON yTPO3BIL;

2 — 711 HU3KOU BEPOSITHOCTH yTIPO3BIL;

5 — 1S CpeiHEN BEPOSITHOCTH YIPO3BI;

10 — 17151 BBICOKOM BEPOATHOCTH YTPO3BL.

Hcnonp3yst 3HaueHUs NPUBEACHHBIX BblIEe mnokazarenedn Y1 u Y2,
BBIUMCIIAECTCS  KOO(PPUIUEHT  peann3yeMoCTH  yrpo3bl Y,  OINpeaessieMblid
cootHomenueMm Y = (Y 1+Y2)/20.

B 3aBucHMOCTH OT CBOETO 3HaY€HUs ATOT KO3PHUIIMEHT TPUHUMAET
3HAUYCHMUS:

0 <Y <0,3 — peanuzyemMoCTb yrpo3bl IPU3HAETCS HU3KOII;

0,3 <Y <0,6 — peannzyeMoCTb YrpO3bl IPU3HAETCS CPEAHEN;

0,6 <Y < 0,8 — peann3zyeMoCTh Yrpo3bl IPU3HAETCS BHICOKOM;

Y > 0,8 — peanu3yemMoCThb yrpo3bl IPU3HAETCA OYEHD BBICOKOM.

[anee maercsa ouenka onacHocTH Kaxaou yrpossl [IJIn ans UCIT/n. annas
OLICHKAa HOCHUT JKCHEPTHBIA XapaKTep U MOJY4YaeTcs IMyTEM OMNpoca SKCIEPTOB B
obnactu 0e3onacHocTu uHGopmaiuu. JlaHHas olleHKa UMEET TPU 3HAYCHUS:

HU3Kas OMNAaCHOCTh — €CJIM pealu3alusi Yrpo3bl MOXKET TMPUBECTH K
HE3HAUUTEIbHBIM HETraTUBHBIM MOCHEACTBUSAM ISl cyObekToB I1/1H;

CpPEIHsIS OMNAacHOCTb — €CIM pealu3alus yYrpo3bl MOXKET NPUBECTH K
HEraTUBHBIM MOCIEICTBUSIM JJisi cyOobekToB [1/1H;

BBICOKAsl OIIACHOCTh — €CIM peaau3alusi Yrpo3bl MOMXET IMPUBECTU K
3HAYUTEIHLHBIM HETaTUBHBIM MOCIEACTBUSAM sl CyOBhekToB [1/1H.

[locne mpocuera BcexX MOKa3aTeNel HPOU3BOAMTCS OLEHKA AKTYaJIbHOCTH
KXo yrpossl Oe3onmacHocTu [IJ]I[H mpu ux o6pabotke B MCII[IH ncxons us
MaTpHILbl, TPUBEAEHHAs B Tabnuie 9.2:

Tabauua 9.2 — Marpuua pacyera akTyaJlbHOCTH yrpo3 6ezonacHoctu [1/Tx

Peanu3zyemoc
Th YIPO3bl Iloka3aTeb ONACHOCTH YIPO3bI
Huzkan Cpennsis Bricoxas
Huskas HeaKTValabHas HeakTvalabHast aKTvaJibHasg
CDCHHHH HCAKTVAJIbHA AKTVAJIbHAs AKTvVaJdbHasi
Bricokas aKTvajabHas aKTvajpHas aKTvaJibHasg
OueHp aKTvaiabHas aKTvajapHad aKTvanbHas

Ha ocHOBaHMU MOJOKEHUI MOJEIU yIpo3, MOJEIHM HapyLIUTENsl, JaHHBIX 00
ucxoanou 3amumenHoctd UCITIu (Y1), koadduuuente peann3zyeMOCTH YTpo3bl
(Y), BepositTHOCcTH ee peanuzauuu (Y2), a Takke SKCIEPTHON OLEHKHM ONAcCHOCTHU
yIpO3bl, OIpEAEseTCsl AaKTyaJbHOCTh KaxXIoW yrposbl Oe3omacHoctu [1/1H,
oopabarsiBaembix B UCIT/IH. (Tabmuma 9.3)



Tabmuma 9.3 — AKTyalTbHOCTB ¥

03 6e3omacHoctH I1/1H

VYrpo3za 6e3onacuoctu [1/1x

Bepos
THOCTb
peanusanuu

YTpO3bl

Koapdpu
IIUEHT
peanu3yeMocTu

yIpO3bl

On
CHKa
OIIAaCHOCTHU

yIpO3bl

Onenka
aKTyaJ'II)HO CTHU

yIpo3bl

Pazrnamenue, nepenaya
WK yTpaTa aTpuOyToB
pasrpanndenus gocryna k UCIIn

5

0,75

cpeaHsis

aKTyaJibHast

Hapymenue npasui
XpaHeHus: arpulyToB
pasrpannyenus gocryna k UCITAn

0,75

HHU3Kasi

aAKTyaJIbHasA

Hecoob6menne o dakrax
yTpaThl, KOMIPOMETAIIUN
aTpuOyTOB pa3rpaHUYCHHS
nocryna k UCI T

10

1,0

BbICOKasA

aKTyaJbHast

Bueapenue areHToB B
YHUCJIO MEPCOHANIA CUCTEMBbI

0,5

BbICOKasA

aKTyanabHas

HecaHkimoHnpoBaHHbIM
3aITyCK TEXHOJOTUICCKUX
porpaMM, ClIOCOOHBIX MPU
HEKOMIIETCHTHOM HCIIOJIb30BAHUN
BBI3bIBATh MOTEPIO
paboTOCIIOCOOHOCTH CUCTEMBI MU
OCYIIECTBIIAIOMIUX HEOOpaTUMBbIE
U3MEHEHUS B CHCTEME
(dbopmaTupoBanue UiIn
PECTPYKTYpHU3aLI0 HOCUTENEH
uHbOopMaIK, yaalleHue JaHHbIX U
T.II.)

0,6

BBICOKasd

aKTyaJIbHas1

BBox omO0YHEBIX JaHHBIX

1,0

HHU3Kas

dKTyaJIbHas

JleficTBHs COTPYIHUKOB,
NPUBOJAIINE K YACTUYHOMY WU
MIOJTHOMY OTKa3y CHCTEMBI WIIN
HapYILIEHUIO0 paboTOCIIOCOOHOCTH
anmapaTHbIX WIH TPOTPaMMHBIX
CpEICTB

0,75

BbICOKasA

aKTyaJbHast

HrnopupoBanue
OpraHM3allMOHHBIX OTPaHUYEHUN
(YycTaHOBIIEHHBIX MPABUI) NIPU
pabore c I1]1

10

cpeaHsis

aKTyaJbHast

du3nYecKoe pa3pylieHue
WJIM BBIBOJI U3 CTPOS BCEX MU
OTJICTFHBIX HAaHOOJIee BaXKHBIX
komnonenToB MCI1JIn

0,5

BbICOKasA

aKTyaJbHast

3aKyIKu HECOBEPIIECHHBIX,
yCTapeBUINX WIH
HENEepPCIEeKTUBHBIX CPEJICTB
UH(pOpPMaTH3aLNUU U
MHGOPMAIIMOHHBIX TEXHOJIOTUH;

0,5

HU3Kas

HCaKTyaJIbHas

XUIIeHNEe HOCUTEIEN

0,6

BbICOKas

aKTyaJbHasl




uHbopMmarmu, conepxkammx [1]]

To ke, BHSITHUMN
HAPYUIUTETh

0,6

BBICOKasd

aKTyaJIHasa

HezakonHoe nmomyueHue
NapoJIed U APYTUX PEKBU3UTOB
pasrpannuenus goctyna Kk MCIJIH

0,75

cpeanssa

aKTyaJIbHas

To xe, BHEITHHI
HaPYUIUTETh

0,6

cpeaHsis

aKTyaJbHast

HecankunonnpoBanHas
Mo (UKaLUSA TPOrPaMMHOTO
o0ecrieuyeHus

0,75

BbICOKasA

aKTyaJbHast

To e, BHEITHUI
HAPYIIUTETh

0,6

BBICOKasA

AKTyaJIbHasA

ITepexsar I1/1,
Hepe1aBaeMblX 110 KaHaJIaM CBSI3U

0,5

BBICOKas

aKTyaJIbHast

To xe, BHEITHHUH
HApYIINUTETh

0,5

BbICOKasA

aKTyaJbHast

HecankunonnpoBanHoe
KOMUPOBAaHNE HOCUTENEHN
uHpopmarmu ¢ I1]]

0,75

CpeaHss

aKTyaJibHast

To xe, BHEIITHUI
HapyLIUTEIb

0,6

CpCaHss

AKTyaJIbHasA

Yrenue 0CcTaTO4HOM
uHGOpMaIK U3 ONEPaTUBHOMN
NaMATH U ¢ BHELIHUX
3allOMUHAIOIIMX YCTPOUCTB

0,5

HHU3Kasi

HCAKTyaJIbHAsA

To xe, BHEITHUI
HAPYIINUTETh

0,5

HHU3Kas

HCAKTyaJIbHasA

Henpennamepennoe
3apa’keHUE KOMIIBIOTEPA BUPYCAMU

0,75

HHU3Kas

aKTyaJIbHast

[Ipenqnamepennoe
3apa’keHUE KOMIIBIOTEPA BUPYCAMU

10

1,0

HHU3Kas

aKTyaJbHast

BMemarenscTBO B mpoliiecc
dbynakrmonuposanus UCIT/H ,
ceTelt 0011ero MoJIb30BaHUs C
EJIbI0 HECAHKITMOHUPOBAHHOM
MOJTU(UKAIIUY JTAHHBIX

0,75

BBICOKas

aKTyaJibHast

To ke, BHEITHUI
HapyLIUTEIb

0,6

BbI
COKasd

aAKTyaJIb
Hasx

HecanknuonupoBanHoe
BHE/IPEHUE M UCITOJIb30BAaHUC
HEYYTECHHBIX MPOTPaMM, HE
SABJIAOIINXCA H€O6XOI[I/IMI)IMI/I JJISA
BBITIOJTHEHUS COTPYAHUKAMH CBOUX
CITYKEOHBIX 00s3aHHOCTEH

10

1,0

cpe
IHAS

AKTyaJIb
Hasx

To ke, BHEITHUI
HAPYIINUTETh

0,75

CpenHsist

AKTyaJIbHasA

Heywmsbimuiennoe
MOBPEXKICHUS BHEIITHUX
KaOEeJIbHBIX CUCTEM CBSI3U

0,6

HHU3Kas

HEeaKTyaJIbHast

Bo3HUKHOBEHUE MTOXKApOB B
HETNOCPEJICTBEHHOM OJIM30CTH K

0,6

BBICOKasd

aKTyaJIbHas1




IIOMEUIEHUSIM, B KOTOPBIX
obpabateiBarotcs 1] u apxuBam
I1J] pe3ynbraTte HEUCIIPAaBHOM
3JIEKTPONPOBOJKH, HEHUCTIPABHBIX
TEXHUYECKUX CPEICTB, HAPYIIECHHUS
COTPYIHUKAMU MPABUII
IPOTHUBOINOKAPHOI 0€30MacHOCTH.

Pazpyiienue 3nanuid, 0 0,5 BBICOKAsI aKTyajbHast
OTJEJIbHBIX IOMEUICHUM

Bo3neiictBue 5 0,75 HU3Kast aKTyajbHast
aTMOC(epHOTO HIEKTPHUIECTBA

Bo3snukHOBeHMe 2 0,6 HU3Kas HEeaKTyaJlbHast
CTUXUHHBIX 0Yaros M0>KapoB

ABapuu B cucteMax 5 0,75 HH3Kas aKTyaJbHast
JJEKTPONUTAHUS

Hapymenune 5 0,75 CpenHsst aKTyaJIbHast

TEMIIEPaTypHOTO pekrMa B
MOMEIIEHUSX C KPUTHUECKUM
00opyJOBaHUEM pe3yJbTaTe
HEHCIIPABHOCTH CUCTEM
KOHAWIMOHUPOBAHUA

ABapuu B cucteMax 2 0,75 CpenHsst aKTyaJIbHast
OTOIUIEHHUS U BOJOCHAOKEHMSI B
HETIOCPEICTBEHHOM OIM30CTH K
HIOMEILEHUSIM, B KOTOPBIX
oOpabarsiBatorcst I1]] u apxuBam

A
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